RS ECU RITY

It's every executive’s nightmare: a data breach has occurred,

the media is calling, customers are angry, and, as the situation
unfolds, new challenges arise. It is up to you and your fellow
executives to navigate the twists and turns of this cyber chain
reaction. How do we contain the breach? What are the legal
implications? How do we handle the media? Should we call the
FBI? This evidencing competency exercise lets you test your
skills against real-world breach scenarios. Select your role—CEQ,
ClO, CFO, database administrator, customer support specialist, or
partner integration planner—and work together to tackle common
cyber incident challenges.

Key Takeaways

- Learn and practice executive-level decision-making and
communication processes during an escalating crisis

- Bolster response-planning skills through exposure to real-time
threats

- Experience a collaborative problem-solving environment and
learn to interact with external entities such as law enforcement
and business partners

- Improve situational awareness and understanding of how
complex cyber incidents unfold

~ REACTION

A CYBER BREACH EXPERIENCE

Who?
Cybersecurity-related undergraduate and graduate students,
community college faculty

Why?
Test your knowledge, learn new skills, and build your resume with
a unique hands-on exercise

When?

Each event has two parts, a pre-event training session and the
event itself. Required training date and time options:
Participant training:

Wednesday, Oct. 27,2021 - 10 am or 1pm ET

Facilitator training:
Thursday, Oct. 28, 2021 - 1pm ET

Undergraduate Student Event:
November 5,1:00-5:00 pm ET

Register here:
https://www.surveymonkey.com/r/StudentNov5

Faculty Volunteers Needed: We are looking for a few CAE Faculty Members to assist as
table facilitators for the undergraduate exercise, helping participants through the challenges. If you

would like to help, please register here: https:/www.surveymonkey.com/r/Nov5Fac
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